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 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 



 

server_name 

api_version

resource

id

?format=[format_type] 

?limit=[integer]

?offset=[integer]

?order_by=[field]

 

name__exact=John Doe

 

?name__in=John&name__in=Bill)

https://[server_name]/api/%5bapi_version%5d/%5bresource%5d/
https://[server_name]/api/%5bapi_version%5d/?format=xml


 

GET 

(list) 

/[resource]/ 

GET 

(detail) 

/[resource]/[id]/ 

id

POST /[resource]/ 

PUT 

(list) 

/[resource]/ 

PUT 

(detail) 

/[resource]/[id]/ 

id

DELETE 

(list) 

/[resource]/ 

DELETE 

(detail) 

/[resource]/[id]/ 

id

PATCH 

(detail)  

/[resource]/[id]/ 

id

 

 



 

 / 

 

/localusers/ 

/usergroups/ 

 

/auth/ 

/fortitokens/ 

 /ssogroup/ 

 

 

/fgtgroupfilter

/  

/ssoauth/ 



 

-k

-v

-u USER[:PASSWORD]

-d @<filename> 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" 

https://192.168.0.122/api/v1/?format=json 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS"  -H 'Accept: 

application/json' https://192.168.0.122/api/v1/  



 

< HTTP/1.1 200 OK 

< Date: Mon, 09 Jun 2014 10:51:23 GMT 

< Server: Apache 

< Vary: Accept-Language,Cookie 

< X-Frame-Options: SAMEORIGIN 

< Content-Language: en 

< Transfer-Encoding: chunked 

< Content-Type: application/json 

< 

* Connection #0 to host 192.168.0.122 left intact 

* Closing connection #0 

{"auth": {"list_endpoint": "/api/v1/auth/", "schema": "/api/v1/auth/schema/"}, 

"fgtgroupfilter": {"list_endpoint": "/api/v1/fgtgroupfilter/", "schema": 

"/api/v1/fgtgroupfilter/schema/"}, "fortitokens": {"list_endpoint": 

"/api/v1/fortitokens/", "schema": "/api/v1/fortitokens/schema/"}, "localusers": 

{"list_endpoint": "/api/v1/localusers/", "schema": "/api/v1/localusers/schema/"}, 

"ssoauth": {"list_endpoint": "/api/v1/ssoauth/", "schema": 

"/api/v1/ssoauth/schema/"}, "ssogroup": {"list_endpoint": "/api/v1/ssogroup/", 

"schema": "/api/v1/ssogroup/schema/"}, "usergroups": {"list_endpoint": 

"/api/v1/usergroups/", "schema": "/api/v1/usergroups/schema/"}} 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" 

https://192.168.0.122/api/v1/?format=xml 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" -H 'Accept: 

application/xml' https://192.168.0.122/api/v1/ 

< HTTP/1.1 200 OK 

< Date: Mon, 09 Jun 2014 11:03:25 GMT 

< Server: Apache 

< Vary: Accept-Language,Cookie 

< X-Frame-Options: SAMEORIGIN 

< Content-Language: en 

< Transfer-Encoding: chunked 

< Content-Type: application/xml; charset=utf-8 

< 

<?xml version='1.0' encoding='utf-8'?> 

* Connection #0 to host 192.168.0.122 left intact 

* Closing connection #0 

<response><fgtgroupfilter 

type="hash"><list_endpoint>/api/v1/fgtgroupfilter/</list_endpoint><schema>/api/v1/fg

tgroupfilter/schema/</schema></fgtgroupfilter><localusers 

type="hash"><list_endpoint>/api/v1/localusers/</list_endpoint><schema>/api/v1/localu

sers/schema/</schema></localusers><usergroups 

type="hash"><list_endpoint>/api/v1/usergroups/</list_endpoint><schema>/api/v1/usergr

oups/schema/</schema></usergroups><auth 

type="hash"><list_endpoint>/api/v1/auth/</list_endpoint><schema>/api/v1/auth/schema/

</schema></auth><fortitokens 

type="hash"><list_endpoint>/api/v1/fortitokens/</list_endpoint><schema>/api/v1/forti

tokens/schema/</schema></fortitokens><ssogroup 



 

type="hash"><list_endpoint>/api/v1/ssogroup/</list_endpoint><schema>/api/v1/ssogroup

/schema/</schema></ssogroup><ssoauth 

type="hash"><list_endpoint>/api/v1/ssoauth/</list_endpoint><schema>/api/v1/ssoauth/s

chema/</schema></ssoauth></response> 

 



 

https://[server_name]/api/[api_version]/usergroups/



exact 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" 

https://192.168.0.122/api/v1/usergroups/?format=xml 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" -H 'Accept: 

application/xml' https://192.168.0.122/api/v1/usergroups/ 



 

< HTTP/1.1 200 OK 

< Date: Mon, 09 Jun 2014 11:46:34 GMT 

< Server: Apache 

< Vary: Accept,Accept-Language,Cookie 

< X-Frame-Options: SAMEORIGIN 

< Content-Language: en 

< Cache-Control: no-cache 

< Transfer-Encoding: chunked 

< Content-Type: application/xml; charset=utf-8 

< 

<?xml version='1.0' encoding='utf-8'?> 

* Connection #0 to host 192.168.0.122 left intact 

* Closing connection #0 

<response> 

 

<objects type="list"><object><users type="list"/> 

<idtype="integer">5</id><name>REST_RADIUS</name><resource_uri>/api/v1/usergroups/5/<

/resource_uri></object> 

 

<object><users type="list"/> 

<idtype="integer">4</id><name>Test_LDAP</name><resource_uri>/api/v1/usergroups/4/</r

esource_uri></object> 

 

<object><users type="list"><value>/api/v1/localusers/4/</value></users> 

<idtype="integer">3</id><name>Test_Local</name><resource_uri>/api/v1/usergroups/3/</

resource_uri></object></objects> 

 

<meta type="hash"><next type="null"/><total_count 

type="integer">3</total_count><previous type="null"/><limit 

type="integer">20</limit><offset type="integer">0</offset></meta></response> 

 

 

 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" -X POST -d 

'{"name":"Group999"}' -H 'Content-Type: application/json' 

https://192.168.0.122/api/v1/usergroups/ 



 

< HTTP/1.1 201 CREATED 

< Date: Mon, 09 Jun 2014 12:02:33 GMT 

< Server: Apache 

< Vary: Accept,Accept-Language,Cookie 

< X-Frame-Options: SAMEORIGIN 

< Content-Language: en 

< Location: https://192.168.0.122/api/v1/usergroups/6/ 

< Content-Length: 0 

< Content-Type: text/html; charset=utf-8 

, contains, icontains, in 

, contains, icontains 

, contains, icontains 

, contains, icontains, in 

, contains, icontains 

, contains, icontains 

, contains, icontains 

ftk, ftm, 

email, sms 

 



 

< HTTP/1.1 200 OK 

< Date: Mon, 09 Jun 2014 12:18:19 GMT 

< Server: Apache 

< Vary: Accept,Accept-Language,Cookie 

< X-Frame-Options: SAMEORIGIN 

< Content-Language: en 

< Cache-Control: no-cache 

< Transfer-Encoding: chunked 

< Content-Type: application/xml; charset=utf-8 

< 

<?xml version='1.0' encoding='utf-8'?> 

* Connection #0 to host 192.168.0.122 left intact 

* Closing connection #0 

<response><objects type="list"><object><users type="list"/><id type="integer">6</id> 

<name>Group999</name><resource_uri>/api/v1/usergroups/6/</resource_uri></object><obj

ect><users type="list"/><id 

type="integer">5</id><name>REST_RADIUS</name><resource_uri>/api/v1/usergroups/5/</re

source_uri></object><object><users type="list"/><id 

type="integer">4</id><name>Test_LDAP</name><resource_uri>/api/v1/usergroups/4/</reso

urce_uri></object><object><users 

type="list"><value>/api/v1/localusers/4/</value></users><id 

type="integer">3</id><name>Test_Local</name><resource_uri>/api/v1/usergroups/3/</res

ource_uri></object></objects><meta type="hash"><next type="null"/><total_count 

type="integer">4</total_count><previous type="null"/><limit 

type="integer">20</limit><offset type="integer">0</offset></meta></response> 

< HTTP/1.1 400 BAD REQUEST 

< Date: Mon, 09 Jun 2014 12:04:06 GMT 

< Server: Apache 

< Vary: Accept-Language,Cookie 

< X-Frame-Options: SAMEORIGIN 

< Content-Language: en 

< Connection: close 

< Transfer-Encoding: chunked 

< Content-Type: application/json 

< 

* Closing connection #0 

{"usergroups": {"name": ["A user group with that name already exists."]}} 

 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" -X PATCH -d 

'{"users":["/api/v1/localusers/5/","/api/v1/localusers/4/"]}' -H 'Content-Type: 

application/json' https://192.168.0.122/api/v1/usergroups/9/ 



 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" -X DELETE -H 

'Content-Type: application/json' https://192.168.0.122/api/v1/usergroups/6/ 

< HTTP/1.1 204 NO CONTENT 

< Date: Mon, 09 Jun 2014 12:25:18 GMT 

< Server: Apache 

< Vary: Accept,Accept-Language,Cookie 

< X-Frame-Options: SAMEORIGIN 

< Content-Language: en 

< Content-Length: 0 

< Content-Type: text/html; charset=utf-8 

< 

* Connection #0 to host 192.168.0.122 left intact 

* Closing connection #0 

< HTTP/1.1 200 OK 

< Date: Mon, 09 Jun 2014 12:26:05 GMT 

< Server: Apache 

< Vary: Accept,Accept-Language,Cookie 

< X-Frame-Options: SAMEORIGIN 

< Content-Language: en 

< Cache-Control: no-cache 

< Transfer-Encoding: chunked 

< Content-Type: application/xml; charset=utf-8 

< 

<?xml version='1.0' encoding='utf-8'?> 

* Connection #0 to host 192.168.0.122 left intact 

* Closing connection #0 

<response><objects type="list"><object><users type="list"/><id 

type="integer">5</id><name>REST_RADIUS</name><resource_uri>/api/v1/usergroups/5/</re

source_uri></object><object><users type="list"/><id 

type="integer">4</id><name>Test_LDAP</name><resource_uri>/api/v1/usergroups/4/</reso

urce_uri></object><object><users 

type="list"><value>/api/v1/localusers/4/</value></users><id 

type="integer">3</id><name>Test_Local</name><resource_uri>/api/v1/usergroups/3/</res

ource_uri></object></objects><meta type="hash"><next type="null"/><total_count 

type="integer">3</total_count><previous type="null"/><limit 

type="integer">20</limit><offset 

type="integer">0</offset></meta></response>[Carl@CentOS ~]$ 

 



 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" 

“https://192.168.0.122/api/v1/usergroups/?format=json&name=/api/v1/usergroups/8/” 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" -H 'Accept: 

application/json'“https://192.168.0.122/api/v1/usergroups/?format=json&name=Group999

” 

< HTTP/1.1 200 OK 

< Date: Tue, 10 Jun 2014 10:11:47 GMT 

< Server: Apache 

< Vary: Accept,Accept-Language,Cookie 

< X-Frame-Options: SAMEORIGIN 

< Content-Language: en 

< Cache-Control: no-cache 

< Transfer-Encoding: chunked 

< Content-Type: application/json 

< 

* Connection #0 to host 192.168.0.122 left intact 

* Closing connection #0 

{"meta": {"limit": 20, "next": null, "offset": 0, "previous": null, "total_count": 

1}, "objects": [{"id": 9, "name": "Group999", "resource_uri": 

"/api/v1/usergroups/9/", "users": ["/api/v1/localusers/5/"]}]} 

 
  



 

https://[server_name]/api/[api_version]/fortitokens/



ftk ftm

new, available, 

pending, assigned

ftk, ftm 

new, available, pending, 

assigned 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" 

https://192.168.0.122/api/v1/fortitokens/?format=json 



 

< HTTP/1.1 200 OK 

< Date: Mon, 09 Jun 2014 18:17:42 GMT 

< Server: Apache 

< Vary: Accept,Accept-Language,Cookie 

< X-Frame-Options: SAMEORIGIN 

< Content-Language: en 

< Cache-Control: no-cache 

< Transfer-Encoding: chunked 

< Content-Type: application/json 

< 

* Connection #0 to host 192.168.0.122 left intact 

* Closing connection #0 

{"meta": {"limit": 20, "next": null, "offset": 0, "previous": null, "total_count": 

2}, "objects": [{"resource_uri": "/api/v1/fortitokens/1/", "serial": 

"FTKMOB44142CCBF3", "status": "available", "type": "ftm"}, {"resource_uri": 

"/api/v1/fortitokens/2/", "serial": "FTKMOB4471BB94D1", "status": "available", 

"type": "ftm"}]} 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" -H 'Accept: 

application/json' 

"https://192.168.0.122/api/v1/fortitokens/?format=json&type=ftm&status=available&lim

it=1" 



 

< HTTP/1.1 200 OK 

< Date: Mon, 09 Jun 2014 18:17:42 GMT 

< Server: Apache 

< Vary: Accept,Accept-Language,Cookie 

< X-Frame-Options: SAMEORIGIN 

< Content-Language: en 

< Cache-Control: no-cache 

< Transfer-Encoding: chunked 

< Content-Type: application/json 

< 

* Connection #0 to host 192.168.0.122 left intact 

* Closing connection #0 

{"meta": {"limit": 1, "next": 

"/api/v1/fortitokens/?status=available&type=ftm&offset=1&limit=1&format=json", 

"offset": 0, "previous": null, "total_count": 2}, "objects": [{"resource_uri": 

"/api/v1/fortitokens/1/", "serial": "FTKMOB44142CCBF3", "status": "available", 

"type": "ftm"}]} 

 



 

https://[server_name]/api/[api_version]/localusers/



 

 ftk, ftm, email, sms.

email email

sms

mobile_number



 

 

 

exact, iexact, contains, icontains, in 

exact, iexact, contains, icontains 

exact, iexact, contains, icontains 

exact, iexact, contains, icontains, in 

exact, iexact, contains, icontains 

exact, iexact, contains, icontains 

exact, iexact, contains, icontains 

 ftk, ftm, 

email, sms 



 

exact, iexact 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" 

https://192.168.0.122/api/v1/localusers/?format=xml 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" -H 'Accept: 

application/xml' https://192.168.0.122/api/v1/ localusers/ 

< HTTP/1.1 200 OK 

< Date: Mon, 09 Jun 2014 20:14:23 GMT 

< Server: Apache 

< Vary: Accept,Accept-Language,Cookie 

< X-Frame-Options: SAMEORIGIN 

< Content-Language: en 

< Cache-Control: no-cache 

< Transfer-Encoding: chunked 

< Content-Type: application/json 

< 

* Connection #0 to host 192.168.0.122 left intact 

* Closing connection #0 

{"meta": {"limit": 20, "next": null, "offset": 0, "previous": null, "total_count": 

2}, "objects": [{"address": "", "city": "", "country": "", "custom1": "", "custom2": 

"", "custom3": "", "email": "", "first_name": "", "id": 5, "last_name": "", 

"mobile_number": "", "phone_number": "", "resource_uri": "/api/v1/localusers/5/", 

"state": "", "token_auth": false, "token_serial": "", "token_type": null, 

"user_groups": ["/api/v1/usergroups/9/", "/api/v1/usergroups/8/"], "username": 

"test_user2"}, {"address": "", "city": "", "country": "", "custom1": "", "custom2": 

"", "custom3": "", "email": "", "first_name": "", "id": 4, "last_name": "", 

"mobile_number": "", "phone_number": "", "resource_uri": "/api/v1/localusers/4/", 

"state": "", "token_auth": false, "token_serial": "", "token_type": null, 

"user_groups": ["/api/v1/usergroups/8/"], "username": "test_user"}]} 

 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" -X POST -d 

'{"username":"test_user3","password":"testpassword","email":"test_user3@example.com"

,"mobile":"+44-1234567890"}' -H 'Content-Type: application/json' 

https://192.168.0.122/api/v1/localusers/ 

< HTTP/1.1 201 CREATED 

< Date: Mon, 09 Jun 2014 20:29:20 GMT 

< Server: Apache 



 

< Vary: Accept,Accept-Language,Cookie 

< X-Frame-Options: SAMEORIGIN 

< Content-Language: en 

< Location: https://192.168.0.122/api/v1/localusers/6/ 

< Content-Length: 0 

< Content-Type: text/html; charset=utf-8 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" 

https://192.168.0.122/api/v1/localusers/?format=json 

 

 

< HTTP/1.1 200 OK 

< Date: Mon, 09 Jun 2014 20:30:26 GMT 

< Server: Apache 

< Vary: Accept,Accept-Language,Cookie 

< X-Frame-Options: SAMEORIGIN 

< Content-Language: en 

< Cache-Control: no-cache 

< Transfer-Encoding: chunked 

< Content-Type: application/json 

< 

{"meta": {"limit": 20, "next": null, "offset": 0, "previous": null, "total_count": 

3}, "objects": [{"address": "", "city": "", "country": "", "custom1": "", "custom2": 

"", "custom3": "", "email": "", "first_name": "", "id": 5, "last_name": "", 

"mobile_number": "", "phone_number": "", "resource_uri": "/api/v1/localusers/5/", 

"state": "", "token_auth": false, "token_serial": "", "token_type": null, 

"user_groups": ["/api/v1/usergroups/9/", "/api/v1/usergroups/8/"], "username": 

"test_user2"}, {"address": "", "city": "", "country": "", "custom1": "", "custom2": 

"", "custom3": "", "email": "", "first_name": "", "id": 4, "last_name": "", 

"mobile_number": "", "phone_number": "", "resource_uri": "/api/v1/localusers/4/", 

"state": "", "token_auth": false, "token_serial": "", "token_type": null, 

"user_groups": ["/api/v1/usergroups/8/"], "username": "test_user"}, {"address": "", 

"city": "", "country": "", "custom1": "", "custom2": "", "custom3": "", "email": 

"test_user3@example.com", "first_name": "", "id": 6, "last_name": "", 

"mobile_number": "", "phone_number": "", "resource_uri": "/api/v1/localusers/6/", 

"state": "", "token_auth": false, "token_serial": "", "token_type": null, 

"user_groups": [], "username": "test_user3"}]} 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" -X PATCH -d 

'{"custom1":"example","country":"GB"}' -H 'Content-Type: application/json' 

https://192.168.0.122/api/v1/localusers/6/ 

< HTTP/1.1 202 ACCEPTED 

< Date: Mon, 09 Jun 2014 21:07:28 GMT 

< Server: Apache 

< Vary: Accept,Accept-Language,Cookie 

< X-Frame-Options: SAMEORIGIN 



 

< Content-Language: en 

< Content-Length: 0 

< Content-Type: text/html; charset=utf-8 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" 

“https://192.168.0.122/api/v1/localusers/?format=json&username=test_user3” 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" -H 'Accept: 

application/json' “https://192.168.0.122/api/v1/localusers/?username=test_user3” 

< HTTP/1.1 200 OK 

< Date: Tue, 10 Jun 2014 11:06:20 GMT 

< Server: Apache 

< Vary: Accept,Accept-Language,Cookie 

< X-Frame-Options: SAMEORIGIN 

< Content-Language: en 

< Cache-Control: no-cache 

< Transfer-Encoding: chunked 

< Content-Type: application/json 

< 

* Connection #0 to host 192.168.0.122 left intact 

* Closing connection #0 

{"meta": {"limit": 20, "next": null, "offset": 0, "previous": null, "total_count": 

1}, "objects": [{"address": "", "city": "", "country": "", "custom1": "example", 

"custom2": "", "custom3": "", "email": "test_user3@example.com", "first_name": "", 

"id": 6, "last_name": "", "mobile_number": "", "phone_number": "", "resource_uri": 

"/api/v1/localusers/6/", "state": "", "token_auth": false, "token_serial": "", 

"token_type": null, "user_groups": [], "username": "test_user3"}]}[ 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" -H 'Accept: 

application/json' "https://192.168.0.122/api/v1/localusers/?country=GB" 

< HTTP/1.1 200 OK 

< Date: Tue, 10 Jun 2014 11:14:39 GMT 

< Server: Apache 

< Vary: Accept,Accept-Language,Cookie 



 

< X-Frame-Options: SAMEORIGIN 

< Content-Language: en 

< Cache-Control: no-cache 

< Transfer-Encoding: chunked 

< Content-Type: application/json 

< 

* Connection #0 to host 192.168.0.122 left intact 

* Closing connection #0 

{"meta": {"limit": 20, "next": null, "offset": 0, "previous": null, "total_count": 

2}, "objects": [{"address": "", "city": "", "country": "GB", "custom1": "example", 

"custom2": "", "custom3": "", "email": "test_user3@example.com", "first_name": "", 

"id": 6, "last_name": "", "mobile_number": "", "phone_number": "", "resource_uri": 

"/api/v1/localusers/6/", "state": "", "token_auth": false, "token_serial": "", 

"token_type": null, "user_groups": [], "username": "test_user3"}, {"address": "", 

"city": "", "country": "GB", "custom1": "example", "custom2": "", "custom3": "", 

"email": "", "first_name": "", "id": 5, "last_name": "", "mobile_number": "", 

"phone_number": "", "resource_uri": "/api/v1/localusers/5/", "state": "", 

"token_auth": false, "token_serial": "", "token_type": null, "user_groups": 

["/api/v1/usergroups/9/", "/api/v1/usergroups/8/"], "username": "test_user2"}]}[ 

 



 

https://[server_name]/api/[api_version]/ldapusers/

This end-point represents imported remote LDAP user resource.  

   



 

https://[server_name]/api/[api_version]/ssogroup/

 

id

id

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" 

https://192.168.0.122/api/v1/ssogroup/?format=json 



 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" -H 'Accept: 

application/json' https://192.168.0.122/api/v1/ssogroup/ 

< HTTP/1.1 200 OK 

< Date: Tue, 10 Jun 2014 11:48:08 GMT 

< Server: Apache 

< Vary: Accept,Accept-Language,Cookie 

< X-Frame-Options: SAMEORIGIN 

< Content-Language: en 

< Cache-Control: no-cache 

< Transfer-Encoding: chunked 

< Content-Type: application/json 

< 

* Connection #0 to host 192.168.0.122 left intact 

* Closing connection #0 

{"meta": {"limit": 20, "next": null, "offset": 0, "previous": null, "total_count": 

1}, "objects": [{"id": 1, "name": "Test_Group1", "resource_uri": 

"/api/v1/ssogroup/1/"}]}{"meta": {"limit": 20, "next": null, "offset": 0, 

"previous": null, "total_count": 1}, "objects": [{"id": 1, "name": "Test_Group1", 

"resource_uri": "/api/v1/ssogroup/1/"}]} 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" 

https://192.168.0.122/api/v1/ssogroup/?format=json 

curl -k -v -u "zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" -H 'Accept: 

application/json' https://192.168.0.122/api/v1/ssogroup/ 

< HTTP/1.1 200 OK 

< Date: Tue, 10 Jun 2014 11:48:08 GMT 

< Server: Apache 

< Vary: Accept,Accept-Language,Cookie 

< X-Frame-Options: SAMEORIGIN 

< Content-Language: en 

< Cache-Control: no-cache 

< Transfer-Encoding: chunked 

< Content-Type: application/json 

< 

* Connection #0 to host 192.168.0.122 left intact 

* Closing connection #0 

{"meta": {"limit": 20, "next": null, "offset": 0, "previous": null, "total_count": 

1}, "objects": [{"id": 1, "name": "Test_Group1", "resource_uri": 

"/api/v1/ssogroup/1/"}]}{"meta": {"limit": 20, "next": null, "offset": 0, 

"previous": null, "total_count": 1}, "objects": [{"id": 1, "name": "Test_Group1", 

"resource_uri": "/api/v1/ssogroup/1/"}]} 



 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" -X POST -d 

'{"name":"Test_Group2"}' -H 'Content-Type: application/json' 

https://192.168.0.122/api/v1/ssogroup/ 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" -X POST -d 

'<object><name>Test_Group2</name></object>' -H 'Content-Type: application/xml' 

https://192.168.0.122/api/v1/ssogroup/ 

< HTTP/1.1 201 CREATED 

< Date: Tue, 10 Jun 2014 11:51:31 GMT 

< Server: Apache 

< Vary: Accept,Accept-Language,Cookie 

< X-Frame-Options: SAMEORIGIN 

< Content-Language: en 

< Location: https://192.168.0.122/api/v1/ssogroup/3/ 

< Content-Length: 0 

< Content-Type: text/html; charset=utf-8 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" -X DELETE 

https://192.168.0.122/api/v1/ssogroup/3/ 

< HTTP/1.1 204 NO CONTENT 

< Date: Tue, 10 Jun 2014 11:53:52 GMT 

< Server: Apache 

< Vary: Accept,Accept-Language,Cookie 

< X-Frame-Options: SAMEORIGIN 

< Content-Language: en 

< Content-Length: 0 

< Content-Type: text/html; charset=utf-8 

https://192.168.0.122/api/v1/ssogroup/3/


 

https://[server_name]/api/[api_version]/fgtgroupfilter/

 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" 

https://192.168.0.122/api/v1/fgtgroupfilter/?format=json 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" -H 'Accept: 

application/json' https://192.168.0.122/api/v1/fgtgroupfilter/ 

< HTTP/1.1 200 OK 

< Date: Tue, 10 Jun 2014 13:49:24 GMT 

< Server: Apache 

< Vary: Accept,Accept-Language,Cookie 

< X-Frame-Options: SAMEORIGIN 

< Content-Language: en 



 

< Cache-Control: no-cache 

< Transfer-Encoding: chunked 

< Content-Type: application/json 

< 

* Connection #0 to host 192.168.0.122 left intact 

* Closing connection #0 

{"meta": {"limit": 20, "next": null, "offset": 0, "previous": null, "total_count": 

1}, "objects": [{"address": "1.1.1.1", "id": 1, "name": "GroupFilter_Test1", 

"nasname": "1.1.1.1", "resource_uri": "/api/v1/fgtgroupfilter/1/", "shortname": 

"GroupFilter_Test1", "sso_groups": [ 

 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" -X PUT -d 

'{"shortname":"GroupFilter_Test1","nasname":"2.2.2.2", "sso_groups": []}' -H 

'Content-Type: application/json' https://192.168.0.122/api/v1/fgtgroupfilter/1/    

< HTTP/1.1 204 NO CONTENT 

< Date: Mon, 16 Jun 2014 16:35:16 GMT 

< Server: Apache 

< Vary: Accept,Accept-Language,Cookie 

< X-Frame-Options: SAMEORIGIN 

< Content-Language: en 

< Content-Length: 0 

< Content-Type: text/html; charset=utf-8 

 

 



 

https://[server_name]/api/[api_version]/ssoauth/



 



 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" -d 

'{"event":"1","username":"cwindsor","user_ip":"10.1.73.175"}' -H "Content-Type: 

application/json" https://192.168.0.122/api/v1/ssoauth/ 

< HTTP/1.1 200 OK 

< Date: Fri, 20 Sep 2013 08:27:27 GMT 

< Server: Apache 

< Vary: Accept,Accept-Language,Cookie 

< Content-Language: en 

< Set-Cookie: sessionid=6q6m6ne4v7p76qclajitlf2q7202f7g6; httponly; Path=/ 

< Content-Length: 0 

< Content-Type: text/html; charset=utf-8 

<  

* Connection #0 to host 192.168.0.122 left intact 

* Closing connection #0 



 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" -d 

'{"event":"1","username":"atano","user_ip":"10.1.73.175"}' -H "Content-Type: 

application/json" https://192.168.0.122/api/v1/ssoauth/ 

< HTTP/1.1 200 OK 

< Date: Fri, 20 Sep 2013 08:32:21 GMT 

< Server: Apache 

< Vary: Accept,Accept-Language,Cookie 

< Content-Language: en 

< Set-Cookie: sessionid=g062qqmsj6nr0hk5khd2q7202e4v36m; httponly; Path=/ 

< Content-Length: 0 

< Content-Type: text/html; charset=utf-8 

<  

* Connection #0 to host 192.168.0.122 left intact 

* Closing connection #0 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" -d 

'{"event":"0","username":"atano","user_ip":"10.1.73.175"}' -H "Content-Type: 

application/json" https://192.168.0.122/api/v1/ssoauth/ 

< HTTP/1.1 200 OK 

< Date: Fri, 20 Sep 2013 08:34:09 GMT 

< Server: Apache 

< Vary: Accept,Accept-Language,Cookie 

< Content-Language: en 

< Set-Cookie: sessionid=2q de4v36msj6g05khm6nr02q72q02hk; httponly; Path=/ 

< Content-Length: 0 

< Content-Type: text/html; charset=utf-8 

* Connection #0 to host 192.168.0.122 left intact 

* Closing connection #0 



 



 

https://[server_name]/api/[api_version]/auth/

 https://[server_name]/api/1/auth/

{"username": "<username>", "token_code": "<token_code>", "password": 

"<password>"} 

password token_code

 password token_code

 token_code

 

token_code

%20https:/%5bserver_name%5d/api/1/auth/%20.


 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" -d 
'{"username":"testuser","password":"testpass"}' -H "Content-Type: application/json" 
https://192.168.0.122/api/v1/auth/ 

< HTTP/1.1 200 OK 
< Date: Fri, 14 Sep 2012 15:38:57 GMT 
< Server: Apache 
< Vary: Cookie 
< Set-Cookie: sessionid=6b17c5bbb86419a94f6979a05bd84139; httponly; Path=/ 
< Content-Length: 0 
< Content-Type: text/html; charset=utf-8 



 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" -d 
'{"username":"testuser","token_code":"893753"}' -H "Content-Type: application/json" 
https://192.168.0.122/api/v1/auth/ 

< HTTP/1.1 200 OK 
< Date: Fri, 14 Sep 2012 15:47:22 GMT 
< Server: Apache 
< Vary: Cookie 
< Set-Cookie: sessionid=f15beeab159a4bf2d0402a05db40d6ae; httponly; Path=/ 
< Content-Length: 0 
< Content-Type: text/html; charset=utf-8 

HTTP/1.1 401 UNAUTHORIZED 
Date: Thu, 13 Sep 2012 13:57:24 GMT 
Server: Apache 
Vary: Cookie 
Set-Cookie: sessionid=abe8bac6fc50caf5eadf1e57f0c60e3e; httponly; Path=/ 
Content-Length: 26 
Content-Type: text/html; charset=utf-8 

HTTP/1.1 401 UNAUTHORIZED 
Date: Thu, 13 Sep 2012 13:55:18 GMT 
Server: Apache 
Vary: Cookie 
Set-Cookie: sessionid=e95090804ee0e3b8903618138b38a5c8; httponly; Path=/ 
Content-Length: 26 
Content-Type: text/html; charset=utf-8 

HTTP/1.1 404 NOT FOUND 
Date: Thu, 13 Sep 2012 13:58:54 GMT 
Server: Apache 
Vary: Cookie 
Set-Cookie: sessionid=3b353061d9141567c02bb0d057b18284; httponly; Path=/ 
Content-Length: 19 
Content-Type: text/html; charset=utf-8 



 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" 
“https://192.168.0.122/api/v1/localusers/?format=json&limit=1” 

< HTTP/1.1 200 OK 
< Date: Tue, 10 Jun 2014 09:43:33 GMT 
< Server: Apache 
< Vary: Accept,Accept-Language,Cookie 
< X-Frame-Options: SAMEORIGIN 
< Content-Language: en 
< Cache-Control: no-cache 
< Transfer-Encoding: chunked 
< Content-Type: application/json 
< 
* Connection #0 to host 192.168.0.122 left intact 
* Closing connection #0 
{"meta": {"limit": 1, "next": "/api/v1/localusers/?offset=1&limit=1&format=json", "offset": 0, "previous": null, 
"total_count": 3}, "objects": [{"address": "", "city": "", "country": "", "custom1": "", "custom2": "", "custom3": "", 
"email": "", "first_name": "", "id": 5, "last_name": "", "mobile_number": "", "phone_number": "", "resource_uri": 
"/api/v1/localusers/5/", "state": "", "token_auth": false, "token_serial": "", "token_type": null, "user_groups": 
["/api/v1/usergroups/9/", "/api/v1/usergroups/8/"], "username": "test_user2"}]} 



 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" 
“https://192.168.0.122/api/v1/localusers/?format=json&offset=4” 

curl -k -v -u "admin:zeyDZXmP6GbKcerqdWWEYNTnH2TaOCz5HTp2dAVS" 
“https://192.168.0.122/api/v1/localusers/?format=json&order_by=username” 

< HTTP/1.1 200 OK 
< Date: Tue, 10 Jun 2014 16:41:23 GMT 
< Server: Apache 
< Vary: Accept,Accept-Language,Cookie 
< X-Frame-Options: SAMEORIGIN 
< Content-Language: en 
< Cache-Control: no-cache 
< Transfer-Encoding: chunked 
< Content-Type: application/json 
< 
{"meta": {"limit": 20, "next": null, "offset": 0, "previous": null, "total_count": 3}, "objects": [{"address": "", "city": "", 
"country": "", "custom1": "", "custom2": "", "custom3": "", "email": "", "first_name": "", "id": 4, "last_name": "", 
"mobile_number": "", "phone_number": "", "resource_uri": "/api/v1/localusers/4/", "state": "", "token_auth": false, 
"token_serial": "", "token_type": null, "user_groups": ["/api/v1/usergroups/8/"], "username": "test_user"}, 
{"address": "", "city": "", "country": "GB", "custom1": "example", "custom2": "", "custom3": "", "email": "", 
"first_name": "", "id": 5, "last_name": "", "mobile_number": "", "phone_number": "", "resource_uri": 
"/api/v1/localusers/5/", "state": "", "token_auth": false, "token_serial": "", "token_type": null, "user_groups": 
["/api/v1/usergroups/9/", "/api/v1/usergroups/8/"], "username": "test_user2"}, {"address": "", "city": "", "country": 
"GB", "custom1": "example", "custom2": "", "custom3": "", "email": "test_user3@example.com", "first_name": "", 
"id": 6, "last_name": "", "mobile_number": "", "phone_number": "", "resource_uri": "/api/v1/localusers/6/", "state": "", 
"token_auth": false, "token_serial": "", "token_type": null, "user_groups": [], "username": "test_user3"}]} 



 


